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Developing privacy standards and solutions

Leaders in blockchain privacy that trust OpenZeppelin for design, development, standards, and security

Zama - FHE coprocessor for EVM, coming to SVM
Miden - ZK layer 2

Stellar - ZK-enabled layer 1

Midnight - ZK layer 1

Zisk - ZK VM prover

Privacy Boost - ZK TEE privacy pools
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Bringing privacy to regulated digital assets on public chains

OpenZeppelin is working with T-REX and Zama to integrate ERC 7984 with ERC 3643, also on Stellar

@T-REX « ZAMA

The Future of B o s
Confidential Token: WA

A_ Only visible to token holder
Your token balances stay private. Only you can see them.

N N <
Wrap, transfer, and manage tokens — all encrypted end-to- Rl O = e
end.
Encrypted Transfer
Connect Wallet
@x7a3f...c821
O ERC-3643 FHE Encrypted & Private Balances
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ERC-7984: The New Confidential Token Standard

ERC-20 with confidential balances and transfers, compatible with FHE, ZK, or other encryption solutions

Encrypted by default Private even during computation

Balances and amounts live on-chain as bytes32 ciphertext When using FHE encrypted types (euint64): the contract
handles, not readable numbers. The interface is technology- checks, subtracts, and adds balances without ever decrypting
agnostic — handles can be backed by FHE, ZK, or secure them.

enclaves (TEEs).

Selective disclosure & compliance Audited & standardized

Owners can grant auditors or regulators decryption rights; OpenZeppelin ships the canonical ERC-7984 reference
optional modules add KYC/AML, freezing, and RWA implementation. OZ co-founded the Confidential Token
compliance. Association with Zama and Inco — now 10+ members

including Fhenix, Kaleido, Stellar, and Taurus.
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ERC-7984 - how it works

Bob mints 20, sends 10 to Alice, then reads his balance — every amount stays encrypted as ciphertext handles

Bob TokenZ Zama coprocessor Alice
wallet - fhevm-js ERC-7984 - Ethereum Gateway - FHE - KMS/ACL recipient
1- MINT
@ | Encrypts 20 — euint64 + inputProof
mint(Bob, enc20, inputProof) _
validate input - FHE compute - store ciphertext
2 - TRANSFER
@® | Encrypts 10 — enc10 + inputProof
confidentialTransfer(Alice, enc10, inputProof)
check ACL - math: Bob 20-10, Alice 0+10
handle updated + ConfidentialTransfer event
3 - READ

confidentialBalanceOf(Bob) — euint64 handle

»

request decryption - ACL check

\ 4

KMS threshold decryption — app shows 10 TokenZ

A
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Morpho x Zama launched first confidential vault (June 23rd)

Utilizes ERC 7984 implementation and ConfidentialBatcher designed and implemented by OpenZeppelin

% Morpho ~ Vaults Markets Migration

Steakhouse Confidential Prime USDC @

OxbEEF_542B A + Ethereum ﬂ Steakhouse Financial @ UsDC

Steakhousa Confidential Prime USDC vault aims to optimiza yield by lending USDC against blue chip collaterals. Users can deposit Confidential USDC eUSDC in batches via the Zama app at

app.zama.org.
Total Deposits Liguidity () Exposure
$10.97M $10.97M EE0
10.97M USDC 10.97M USDC
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Private deposits into public DeFi with Confidential Batcher

Confidential ERC-7984 tokens flow through batchers into public ERC-4626 vaults — user positions stay private

ERC-7984 TOKENS CONFIDENTIAL BATCHERS ERC-4626 VAULTS
4 N\
e cUsbC —_— Deposit Batcher

. . J .
- \( )

User Confidential Shares * Vault
|\ J
4 N\

cUSDC < Withdrawal Batcher

. J

* ERC-7984 ERC-20 Wrapper

— Deposit — Withdrawal
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Next: adding privacy and regulatory compliance to wallets

OpenZeppelin will soon launch ERC 7579 modular smart accounts with privacy features on Ethereum and Stellar

OpenZeppelin Accounts
7 OpenZeppelin

Dashboard

Demo Zama Multisig . o
Bx1314...0012 Overview of your account, assets, and security features.

i Sepolia Testnet ~
Account Details

(@) Dashboard Account Name

Tl Transactions Network

Label on this network (©)

Account Type (EEERTIZITLE

Total Assets
$ *kk kkk kok
r .

Encrypted
balance

Advanced

& Decrypt
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Demo Zama Multisig

9x1314...0012 O

() Demo Mode

Resume from Link/File £ Refresh Data

Confidential Tokens
=w Powered by Zama fhEWM ®© Manage Observers
Active Meeds Managing

Some observers do not have access to all saved confidential tokens.
Decryption may fail until you manage the observers

Signer 2 Observer

® Multisig Signer

Third-Party Observer/ Expired: 2 tokens (cUSDC, Other
e CcWETH) Observer

Social Recovery (Inactive )

A safeguard that lets trusted guardians help you restore access if your
key is lost.
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Guardian: Private State Manager (standards publication TBD)

The challenge

When using ZK or other off-chain encryption/proofs, account
state is private and held off-chain; only commitments reach the
chain, so there is no public ledger to ensure state is immutable
and coordinate shared accounts.

How it works

Coordinates private State snapshots and signed Deltas: relays
updates, collects threshold approvals off-chain, and confirms
via on-chain commitments.

openzeppelin.com

Designed with Miden, OpenZeppelin implementation for Miden, Ethereum, Stellar integrated to ERC 7579 accounts

What it is

A coordination layer for private accounts: synchronization,
backup, recovery, and multi-party signing — without custody or
trust between parties.

Why it matters

Enables mutl-device and multi-signature privacy without
exposing signers, thresholds, or the approval flow. Open-
source, audited, and designed jointly with Miden.
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Guardian - how it works

Bob, John & Bill co-sign sending 50 TokenM to Alice — Guardian coordinates signing; Miden verifies the proof

Bob John Bill Guardian Miden Alice

initiator co-signer co-signer OpenZeppelin PSM network recipient

Loads private account state - builds proposal
50 TokenM — Alice (account 100 — 50 + note)

1 - PROPOS
[

submit proposal + Bob's signature ' (1 of 3)

2- CO-SIGN fetch - verify 50 TokenM — Alice - co-sign (2 of 3)
fetch - verify details - co-sign (3 of 3 v threshold met)

® Threshold met — assemble final

3 - EXECUTE
signed Miden tx + ZK proof ’

submit finalized transaction (proof + commitment)

.
»

Verify proof - accept state update
multisig account = 50 TokenM

transfer note created for Alice

»

consume note — Alice has 50 TokenM

<«
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Satellite Architecture - Institutional privacy, public chains

Privacy and compliance for institutions using trusted satellite chains connected to shared and public chains

IDENTITY, COMPLIANCE, ISSUANCE [ Confidential account mapping ][ Confidential compliance rules ]

Multi-Institution consortium Single Institution

Ledger State Manager Prover Ledger State Manager Prover

l Approval Proofs

Cross-Chain Messaging

T Transfer Proofs

TRADING, LENDING, PAYMENTS [ Confidential transfers & balances ][ Ephemeral accounts ]
Private Shared Chain Public Chain
[ B 2 =2 = oeeen
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